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Fig. 9 Correlator loss for sequence ‘flower garden’ (120 frames)

(i) No attack, no sliding; (ii) 3-D correlator with/without frame cut attack;
(iii) 2-D correlator, frame cut attack after 60 frames; (iv) 2-D correlator, frame
cut attack after 30 frames
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Fig. 10 Combating a combined compression and line cut attack on

sequence “basketball” with iterative decoding

(i) Uncoded:; (ii) coded, N = 500; (iii) coded, N=2000; (iv) Shannon limit

for a 3-D correlator (graph (ii)), irrespective of the location
of the cut within the sequence. The loss for a 2-D
correlator can vary significantly, e.g. 12 dB if the frame
cut occurs at frame 30 within a 120 frame sequence (graph
(iv)).

In practice watermarked video is likely to suffer from a
combination of attacks, such as MPEG-2 compression and
geometric distortion, and an attack of this nature can defeat
many watermarking schemes [16, 4]. Fig. 10 shows the
effect of a combined compression and line cut attack on the
JND-based marking scheme in eqn. 4. The 10~# capacity is
relatively low for an uncoded system (graph (i), and a
possible explanation is that compression reduces the water-
mark amplitude to below the performance threshold of the
sliding correlator. On the other hand, graphs (ii) and (iii)
show that FEC can still give a significant improvement in
capacity.

5 Conclusions

A spread-spectrum-based video watermark data channel is
conveniently characterised by the Gaussian distribution at
the output of the sliding correlator. This distribution
defines an SNR for the channel, from which can be
deduced an operational channel capacity for a practical
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video sequence subjected to HVS-based marking,
combined attacks and FEC. The Gaussian input to the
FEC decoder, and the fact that low code rates can be
tolerated, makes iterative decoding particularly appropriate
for the protection of a watermarked channel. The computa-
tional complexity of such decoding is still relatively small
compared to that of the sliding correlator.

As expected, channel capacity increases through the use
of perceptual marking (JNDs) and FEC, and decreases
when watermarked video is subjected to attacks. MPEG-2
compression to 6 Mbit/s reduces the 10~* capacity from
8kbit/s (uncompressed video, JND marking) to
~ 300 bits/s, although an order improvement is achieved
through FEC. A combination of MPEG-2 compression and
simple geometric attack can severely reduce the ability of
FEC to recover channel capacity, although useful improve-
ments can still be made. Under such an attack, the use of
FEC enables the current watermarking scheme to achieve a
typical capacity of 0.5kbit/s, depending on the video
sequence. Higher capacity requires more robust water-
marking, e.g. by replacing the DCT with the DWT, and
corresponding improvements to the sliding correlator. For
example, a 3-D sliding correlator has proved effective
against a frame cut attack.
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